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Consent

F.11. 12/16/2025

Subject:

Acceptance and Approval of Internal Audit Reports and Internal Audit Plans.

Fiscal Impact:
There is no fiscal impact associated with this request.

Dept/Office:
County Manager’s Office

Requested Action:
It is requested that the Board of County Commissioners acknowledge and approve the Internal Auditors’
Reports and the Internal Audit Plans.

Summary Explanation and Background:

The Internal Auditors completed the following Audit Reports for FY 2024-25:
e Library Firewall Implementation (Public Report)
e FY 2025 Half-Cent Sales Surtax Save Our Indian River Lagoon
e Solid Waste Management CIP Funding

e Information Technology:
o PCI DSS Readiness (Public Report)
o PCl External and Internal Penetration (Public Report)

Internal Audit Plans for FY 2025-26:
e Internal Auditors’ Proposed Internal Audit Plan for FY 2025-26
e Clerk of the Court Comptroller’s Organizational Audit Plan for FY 2025-26

These reports and plans were reviewed by the Internal Audit Committee.
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BOARD OF COUNTY COMMISSIONERS

Telephone: (321) 637-2001
Fax: (321) 264-6972
Kimberly,Powell @ brevardclerk.us

Kimberly Powell, Clerk to the Board, 400 South Street » P.O. Box 999, Titusville, Florida 32781-0999

December 17, 2025

MEMORANDUM

TO: Jim Liesenfelt, County Manager

RE: Item F.11., Acceptance and Approval of Internal Audit Reports and Internal Audit Plans

The Board of County Commissioners, in regular session on December 16, 2025, acknowledged
and approved the Internal Auditors’ Reports and the Internal Audit Plans.

Your continued cooperation is always appreciated.

Sincerely,

imberly Powell, Clerk to the Board

r
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CARR®
R RIGGS &
=\ INGRAM

| CRIADVISORS, LtC

November 5, 2025

The Audit Committee of
Brevard County, Florida

2700 Judge Fran Jamieson Way
Viera, Florida 32940-6699

Pursuant to the approved 2024/2025 internal audit plan, we hereby submit our internal audit of the Solid
Waste Management funding associated with three Construction Improvement Plan (“CIP”) projects. We
will be presenting this report to the Audit Committee at the next scheduled meeting on November 19,

2025.

CRI Advisors, LLC

7506 Lynx Way
Suite 201

Meibourne, FL 32946

321,255,0088

386 336 4189 {far)

CRIagv.com

Our report is organized in the following sections:

Executive Summary
|

This provides an overview, the objectives,
approach and results summary.

Background This provides background information about the
funding and three associated CIP projects
including select financial statistics.

Objectives and Approach The internal audit objectives and focus are

expanded upon in this section as well as a review
of our approach.

Observations Matrix

This section provides the results of our internal
audit procedures, including our recommended
actions and management responses.

We would like to thank all those involved in assisting the Internal Auditors in connection with the internal
audit of the Solid Waste Management CIP funding assessment for the three associated CIP projects.

Respectfully Submitted,

(U Advwovr, LLC

INTERNAL AUDITORS
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Executive Summary

Overview

The projects below will be partially financed or refinanced with all or a portion of the proceeds of the
Series 2023 Bonds. Such projects may be amended or supplemented from time to time by the County:
e US-192 South Disposal Facility — a new solid waste management facility in south Brevard County.
e Titusville Transfer Station — new construction to replace an aging receiving building.
e Central Disposal Facility — planned 185-acre expansion of the Central Disposal Facility.

Based on Solid Waste Management’s financial plan, the department needed additional funding in FY2023-
2024 to partially fund the above projects. In consultation with the County Manager and its Financial
Advisor, it was determined to be more cost-effective to secure a short-term commercial paper loan, until
the municipal bond market rates decline.

Objectives

The objective is to assess the status and reasonableness of the County’s plan for determining the future
Solid Waste Revenue Bonds to fund the above projects, and to review the significant costs and
requirements that have occurred or estimated to occur for CIP outside the annual audit review period
ended (9/30/2024) to maintain coverage (funding for the CIP projects noted below) including compliance
with the bond documents.

Approach

We interviewed key members of Solid Waste Management and obtained and reviewed relevant
documents including engineering studies, cost estimates, design and engineering contracts, construction
contracts, payment applications, purchase orders, budgets, reconciliations, documented management’s
monitoring procedures and performed sample substantive testing, reconciliations, and assessments in the
following areas: Oversight/Monitoring, Capital Expenditures, Project Status, Project Funding and Bond
Compliance.

Results Summary

Oversight and Monitoring - Obtained and reviewed the Solid Waste Management plan and related
monitoring procedures, documents, schedules, engineering study, financial plan, that Solid Waste
Management utilized to determine the adequacy of future bond revenue to partially fund the
Construction Improvement Plan projects. Solid Waste Management indicated that the department
utilized historical population growth, consumer price index for solid waste to estimate revenue growth
and historical consumer price index for operating and engineering estimates for capital projects. However,
management did not formally document the specific procedures/steps utilized in performing their
assessment. See Observation 1.

Capital Expenditures and Bond Compliance - Tested 70 expenditures related to the above three projects
representing over 90% of the total expenditures for the scoping period {October 1, 2024 —May 31, 2025)
noting the expenditures were properly approved, supported and allowable under the bond agreements
without exception.

Project Status - obtained and reviewed the original and updated project schedules, obtained most recent
payment applications and reconciled to contractor invoices and project records without exception.
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Executive Summary

Project Funding - Obtained management’s financial plan, and agreed the contracted amounts to the
respective contracts, as applicable. Management determined the projected funding based on the
contracted amounts plus the estimated costs from the engineer’s cost estimate related to Central Disposal
Facility South Parcel Landfill — Cell 3 (Class 1) Construction. The contracted amounts and the engineer’s
cost estimate agreed and reconciled to Solid Waste CIP Funding Needs summary in in the financial plan.
Total Short-Term Loan Need for CIP Funding identified at the time of testing by Solid Waste Management
was $33.3 million for the three projects. Compared these estimated costs with budget forecasts prepared
by management to identify potential funding gaps and assess the reasonableness of estimates. No funding
gaps were identified, and the estimates appeared reasonable.

Observations

Observation ratings are a subjective evaluation of the severity of the concern and the potential impact on
the operations. An observation rating of “High” represents an issue of immediate concern and could cause
significant operational issues if not addressed soon. A “Moderate” rating is an issue that may also cause
operational issues and does not require immediate attention but should be addressed as soon as possible.
Observations given a “Low” rating could escalate into operational issues but can be addressed through
the normal course of conducting business.

The following is a summary of observation noted.

Ratings by Observation Risk Rating
1. Oversight and Monitoring — Solid Waste Management indicated that the
department utilized historical population growth, consumer price index for solid
waste to estimate revenue growth and historical consumer price index for operating
and engineering estimates for capital projects. However, Solid Waste Management
did not formally document the methodology and procedures that management
utilized to develop the financial plan in determining the short-term capital and long-

term capital funding needs for the three projects described in the Overview above.
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Background

Overview

The Solid Waste Management Department is allocating Series 2023 Bonds for the funding of the following
projects:

e US-192 South Disposal Facility — a new solid waste management facility in south Brevard County
area. The construction of the US192 South Disposal Facility, a 28+ acre lined Class Ill disposal cell
and support facilities including truck scales and scale house, on-site access roads, leachate
collection, transmission and storage tanks with tanker loading, and a small employee
quarters/operations office building. The Construction period was planned for FY2024 — FY2026
with the facility to be certified by the Florida Department of Environmental Protection (FDEP) to
operate as a solid waste disposal facility in 2027. The construction schedule will be re-evaluated
during the CIP funding analysis that will be conducted later in FY2026. Series 2023 bonds were
utilized for design, permitting, and a portion of the Phase | construction and engineering oversight

costs.

o Titusville Transfer Station — new construction to replace an aging receiving building, improve the
on-site roads and traffic safety controls, and expansion of the facility to combine with the adjacent
Mockingbird Way Yard Wase Mulching Facility. Engineering plans and permitting have been
completed and the County has entered a contract for construction, which is ongoing and
anticipated to be completed in April 2026. Series 2023 bonds were utilized to fund a portion of
the project construction and all engineering oversight.

e Central Disposal Facility ~a 185-acre expansion of the Central Disposal Facility near Cocoa, Florida.
The South Landfill expansion consists of Class | Cells 1 through 5. Currently, construction
permitting has been approved for Cells 3, 4, and 5 and construction of Cell 3, a 53-acre expansion
cell, is anticipated to begin in early 2026. Series 2023 bonds were utilized to fund the design and
construction permitting of Cells 3, 4, and 5.

Based on Solid Waste Management’s financial plan, the department needed additional funding in FY2023-
2024 to partially fund the above projects. In consultation with the County Manager and its Financial
Advisor, it was determined to be more cost-effective to secure a short-term commercial paper loan, until
the municipal bond market rates decline.

Additionally, county management indicated that the department utilized historical population growth,
consumer price index for solid waste to estimate revenue growth and historical consumer price index for
operating expenses and engineering estimates for capital project funding.
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Background - continued

US-192 SOLID WASTE
MANAGEMENT FACILITY
AUGUST 2025
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Background - continued
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Background - continued

Organization & Staffing

Key personnel from Solid Waste Management that are involved in the operations and assisted in the
internal audit are as follows:

Thomas Mulligan

Director

Tiffany Filing

Finance Officer

SOLID WASTE MANAGEMENT DEPARTMENT

NETWORK ADMINISTRATION
35

Specl Projects Cooranator I

ADMINISTRATION
352000

e

Fiscal Year 2025

—

CUSTOMER SERVICE
352120
Frissce Ofen

Accountant It

Sl Waste Biling Technician

Special Projects Coonsnatar I/
Asusiant fo Deparoment Dueclor
Customer Service Representatve (2}
AdmaistraTve Seaetary

SUPPORT SERVICES
Ll

Asssmni Drector
Emronmental Suppor Speciairst

HUMAN RESOURCES & SAFETY
AR

Human Resources Officer
Safety & Tramng Coonsinator

Scale

-+

352060
Seale Housa Supervesor

SRL Scale House
35;

2030
Scaie House Arendant {3}

ENVIRONMENTAL SERVICES
351400
Enginesr 1l

Engneer |

Envwonmental Speciaist |

LandiH Gas Speciainst (3}
Engineer Intem (2)

RECYCUNG
b ]
Recycing Coordnator
Speanl Propcts Coorgnatnr (|

300
394 Wasle Supperinsdert
Logaics

Page 10t 2
3poa0
% e " 352080
Soa Watie Tgerrdeecert Nase t

Landtt Operabons.

Procezs.ng and Support Opentions

352080
Solwd Waste Supenntendent
Lancfil Operations

V——L—I

CDF Hoasehotd Hazardous Waste
3

SOLID WASTE MANAGEMENT DEPARTMENT

Fiscal Year 2025

352060

Satid Waate Supenmtzndent
Processmg and Suppert Cperyiona

Samo Landfill
352030
SIW System Supervisor
Heavy Equipment Operators (4}
S Flocr Handler (4)

Central Disposal Facetity
352010

Systems Supervisor (1)

SIW Sy

Samo Transfer Station

ystem
Heavy Equpment Operators (4)
SIW Floor Handier {6)

351010
Superasos

Titusville Transfer Station
351080

a
Soid ¥ aste Floor Handiers (3)

]

352060
{roted W atte Suprasaencert
Logistres
I
1 1
FACILITEES MAINTENANCE SOLID WASTE FLEET MAINTEHANCE
352020 152090
Sclid Waste Facrbes Superasor Soid Waale Fleet Supervisor
Elecnoan il Sold 'Waste Mechame | (6)
Wiekder (1) Welder
Unity Mechanuc Il S Senvce Technician {2}
Utity Mechane 1 2) Heavy Equipment Tire Reparr Technician
Operatons Support Specast (2)

I
[
58mo Mulching Facility Transportation
o a0 ) b 31040
-avy Equipment Operators 12) S/W Symem Supenor
Heavy Equipment Operators (16) )
S Floor Handler (16 Heavy Equipment Operators (15)

Mockingbud Mulching Facility
351320

Heavy Equpment Cpenators (3

CDF Yard Trash
351300

Heavy Equpment Operatan (2}

154 Employee Positions.
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Background - continued

Select Statistics — (Source: Operating and Capital Budget Proposed FY 2025-2026)

Solid Waste Management Department

Summary
Cumrent Proposed

Solid Waste Management Department Actual Budget FY Budget
Revenue & Expense Category FY 2023-2024 2024-2025 FY 2025-2026 Difference % Change
Taxes Revenue T o s T $- $- s- %
Permits, Fees & Special Assessment
Revenue $1,205,702 $900.000 $900,000 $- -%
Intergovernmental Revenue $58,704 $- $1,500,000 $1,500,000 %
Charges for Services Revenue $56,930,814 $60,895,631 $65,582,906 $4,687,275 7.70%
Fines and Forfeits Revenue S $- s S$- -%
Miscellaneous Revenue $5,898,312 $2,057,350 $2,505,790 8448440 21.80%
Statutory Reduction $ $(3,192,648) $(3,524,435) $(331,787) 10.39%
Total Operating Revenues $64,093,532 $60,660,333 $66,964,261 $6,303,928 10.39%
Balance Forward Revenue $103,270,547 $93,586,019 $100,446,859 $6,860,840 7.33%
Transfers - General Revenue s $- S- S %
Transfers - Other Revenue $(0) $ S $- %
Other Finance Source Revenue s $- s $- %
Total Non-Operating Revenues $103,270,547 $93,586,019 $100,446,859 $6,860,840 7.33%
Total Revenues $167,364,079 $154,246,352 $167,411,120 $13,164,768 8.53%
Compensation and Benefits Expense $10,504,747 $12,561,609 $13,827,078 $1,265,469 10.07%
Operating Expense §35,547,019 $41,249,838 $46,899.462 $5,649,624 13.70%
Capital Outlay Expense $5,068,970 $7.974,424 $6,807,458 $(1,166,966) (14.63%)
Operating Expenditures $51,120,736 $61,785,871 $67,533,998 $5,748,127 9.30%
C | P Expense $3,414,516 $39,845,551 $38,318,185 $(1,527,366) (3.83%)
Debt Service Expense $3,349,538 $3,674,198 $5,037,123 $1,362,925 37.09%
Reserves-Operating Expense S $1,553,910 $11,332.994 $9,779,084 629.32%
Reserves - Capital Expense S $6,435,547 §2,057.887 $(4,377,660) (68.02%)
Reserves - Restricted Expense S $39,183,185 541,305,957 $2,122772 5.42%
Grants and Aid Expense S S s S -%
Transfers Expense $1,662,748 $1.768,090 §1,824,976 $56,886 3.22%
Total Non-Operating Expenses $8,426,801 $92,460,481 $99,877,122 $7,416,641 8.02%
Total Expenditures $59,547,538 $154,246,352 $167,411,120 $13,164,768 8.53%

Source: Brevard County Operating and Capital Budget Proposed FY 2025-2026
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Background - continued

Solid Waste Management Department

Disposal
Proposed

Disposal Program R & Exp Actual Current Budget Budget

Category FY 2023-2024 FY 2024-2025 FY 2025-2026 Difference % Change
Taxes Revenue s S S $ %
Permits, Fees & Special Assessment Revenue $1,205,702 $900,000 $900,000 $- -%
Intergovernmental Revenue $1,656 s $ $- %
Charges for Services Revenue $35,203,744 $37,693,739 $41,876,894 $4,183,155 11.10%
Fines and Forfeits Revenue s s $- s %
Miscellaneous Revenue $5,118,389 $1,714714 $§1,913,790 $199,076 11.61%
Statutory Reduction s $(2,015,422) $(2,234,534) $(219,112) 10.87%
Total Operating Revenues $41,529,491 $38,293,031 $42,456,150 $4,163,119 10.87%
Balance Forward Revenue $99,997,756 $91,042,371 $96,470,558 $5,428,187 596%
Transfers - General Revenue S S S- S- %
Transfers - Other Revenue $(0) S $- S -%
Other Finance Source Revenue S S $- $- %
Non-Operating Revenues $99,997,756 $91,042,371 $96,470,558 $5,428,187 5.96%
Total Revenues $141,527,247 $129,335,402 $138,926,708 $9,591,306 7.42%
Compensation and Benefits Expense $10,504,747 812,561,609 $13827,078 $1,265,469 10.07%
Operating Expense $14,060,090 $17.973,469 $21,696,813 §3,723344 20.72%
Capital Outlay Expense $5,068,970 $7.974,424 $6,807,458 $(1.166,966) {14.63%)
Operating Expenses $29,633,807 $38,509,502 $42,331,349 $3,821,847 9.92%
C | P Expense $3.414,516 $39,845,551 $38.318,185 $(1,527,366) {3.83%)
Debt Service Expense $3,349,538 $3,674,198 $5,037,123 $1,362.925 37.09%
Reserves-Operating Expense S $260,490 $8,359244 58,098,754 3109.05%
Reserves - Capital Expense s $6,435,547 $2,057,887 $(4.377,660) (68.02%)
Reserves - Restricted Expense S $39,183,185 $41,305,957 $§2,122772 5.42%
Grants and Aid Expense S S $- $- %
Transfers Expense $1,317,984 $1,426,929 $1,516,963 $90,034 6.31%
Non-Operating Expenses $8,082,038 $90,825,900 $96,595,359 $5,769,459 6.35%
Total Expenses $37,715,845 $129,335,402 $138,926,708 $9,591,306 7.42%

Budget Variance — CIP Expense $(1,527,366); (3.83%): FY25 projects are underway and the borrowed
$54M is projected to be spent; however, to complete the FY25 projects and start new construction on
other projects, will borrow $34M at the end of FY25.

Source: Brevard County Operating and Capital Budget Proposed FY 2025-2026
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Objectives and Approach

Objectives

The objective is to assess the status and reasonableness of the County’s plan for determining the future
Solid Waste Revenue Bonds to fund the above projects, and to review the significant costs and
requirements that have occurred or estimated to occur for CIP outside the annual audit review period
ended (9/30/2024) to maintain coverage (funding for the CIP projects noted below) including compliance
with the bond documents.

Approach

Our approach consisted of three phases:

Understanding and Documentation of the Process

During the first phase, we held an entrance conference with key personnel of Solid Waste Management
to discuss the scope and objectives of the internal audit work, obtain preliminary data, and establish
working arrangements. We obtained and reviewed relevant documents including engineering studies,
cost estimates, design and engineering contracts, construction contracts, payment applications, purchase
orders, budgets, reconciliations, etc. We interviewed key members of Solid Waste Management and
updated our understanding of the processes and relevant monitoring controls.

Detailed Testing

The purpose of this phase was performance of testing procedures based on our understanding of the
projects and monitoring procedures to meet the objectives stated above. Our procedures included
inquiry, walkthrough and testing of individual transactions and assessments in the areas detailed below.

Oversight and Monitoring

Obtained and reviewed Solid Waste Management’s financial plan and related monitoring procedures,
documents, schedules, engineering study, etc. that Solid Waste Management utilized to determine the
adequacy of future bond revenue to partially fund the CIP projects noted below.

CIP Expenditures / Bond Compliance

Obtained a CIP Expenditure (detailed significant costs for CIP projects) incurred from October 1, 2024, to
May 31, 2025, per project (Titusville Transfer Station, US-192 South Disposal Facility, & Central Disposal
Facility Expansion), selected 70 expenditures and performed the following:

e Vouched the cost incurred to the invoices, support, and payment approvals.
e Verified that the expenditure was approved/received by the Solid Waste Management
Department.
e Verified that the expenditure complies with terms outlined in bond documents, focusing on
allowable costs and timing.
Note: We tested over 90% of the expenditures for the three projects for October 1, 2024 to May 31, 2025.
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Objectives and Approach

Project Status

Obtained the original and updated project schedules, finding plans, and actual expenditures report for
the Titusville Transfer Station, US-192 South Disposal Facility, and Central Disposal Facility Expansion as
of May 31, 2025.

e Analyzed whether the expenditure to date aligns with the actual completion percentages and
determines cost efficiency or scope changes involved.

e Checked if delays push expenditures beyond the period of usage designated in the bond
documents.

e Reconciled the most recent payment application (including amounts for Original Contract, Current
Contract, Total Work Completed to Date, Balance, and Percent Complete) to contractor invoices
and project records.

Project Funding
Obtained the Solid Waste financial plan, Engineer’s Cost Estimate and performed the following:

e Agreed/Reconciled each of the amounts listed to the supporting documentation (i.e. contracts,
purchase orders, engineer cost estimates, etc.).

e Verified that the county’s forecast/estimations prepared by the county’s finance department or
external consultant aligns with the project actual cost.

e Compared estimated future costs with budget forecasts to identify potential funding gaps and
assess the reasonableness of estimates.

Reporting

At the conclusion of our procedures, we summarized our observations into this written report. We
conducted an exit conference with management and have incorporated management’s responses into
our report. We prepared our report and related observations and provided copies to appropriate County
personnel.

11
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Observations Matrix

1. Oversight and Monitoring _

Observation

Solid Waste Management indicated that the department utilized historical population growth,
consumer price index for solid waste to estimate revenue growth and historical consumer price index
for operating and engineering estimates for capital projects.

However, Solid Waste Management did not document the methodology and procedures utilized to
develop the financial plan in determining the short-term and long-term capital funding needs for the
three projects described in the Executive Summary and Background sections above: Titusville Transfer
Station, US-192 South Disposal Facility, & Central Disposal Facility Expansion.

Recommended Action

We recommend that Solid Waste Management document the methodology and procedures utilized to
develop the financial plan in determining the short-term and long-term capital funding needs for the
three projects: Titusville Transfer Station, US-192 South Disposal Facility, & Central Disposal Facility
Expansion.

Management Response

The Solid Waste Management Department agrees and has provided our documented methodology that
explains all data and assumptions utilized to create the financial plan.

Responsible party: Thomas Mulligan, Solid Waste Management Department Director

Estimated completion date: Completed: November 10, 2025

Follow-up:

We obtained and reviewed the procedures and methodology documented by management that were
utilized to develop the financial plan in determining the short-term capital and long-term capital
funding needs for the three projects described in the Overview above without exception.

This item is considered closed.
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Revised Proposed Internal Audit Plan FY 2025-26
Report Date: December 10, 2025

REVISED PROPOSED INTERNAL AUDIT PLAN — FY 2025-26

Through our conversations with the County Commissioners, County Manager and County Clerk, it is our understanding that the County Clerk will be assuming
responsibility for the internal audit function as of April 1, 2026. We are providing a FY 2025/2026 Revised Proposed Internal Audit Plan focused on information
Technology and SORIL which will be completed by RSM. To help support a smooth transition of the internal audit function to the County Clerk, we met with the
County Clerk and shared the high risk audit areas we had identified during our risk assessment process. Follow Up is not included in this Revised Proposed Internal
Audit Plan due to the transition to the County Clerk, who is assuming responsibility for the internal audit function.

Through the risk assessment, we have identified and propose the following functions to be reviewed during FY 2025/2026. The below revised proposed subject
areas are in no particular order.

1. Information Technology - IT Governance

Overview:

Information Technology (IT) risk is closely linked to business performance and continuity. A clear understanding of IT risks—through structured analysis—is
essential for developing effective strategies to mitigate those risks. In an environment of rapid technological advancement and shifting market demands, accurately
assessing IT risk becomes increasingly complex. Strong IT governance is critical to ensuring that IT investments and activities align with organizational strategy,
deliver business value, and function within an acceptable risk and compliance framework. With this foundation, management can better prioritize infrastructure
decisions, operational procedures, and control mechanisms to address the most critical risks. It is important to note that Brevard County’s Information Technology
Department is anticipating key leadership turnover within the next year. This transition may pose challenges to the continuity and effectiveness of current IT
governance and risk management strategies.

Inherent Risks:

Inadequate IT governance poses several inherent risks to the organization, stemming from the absence of proper oversight, alignment, and resource management
across [T functions. Key risks include: Lack of Oversight, Strategic Misalignment, Inefficient Resource Allocation, Inadequate Risk Management, Missed Value
Realization, Resource Constraints or Overinvestment and Innovation Blind Spots.

Internal Audit Strategy:
The objective will be to evaluate the design and operational effectiveness of Brevard County's IT governance framework. The assessment will focus on:

Measuring governance maturity based on industry standards
Identifying control weaknesses and areas of non-compliance
Evaluating the risks associated with identified gaps

Providing practical and prioritized recommendations for improvement

Special consideration will be given to the anticipated leadership turnover within the IT Department. Our approach will emphasize the need to reinforce governance
continuity by identifying critical risk areas and assessing existing controls. The goal is to offer actionable insights that will help strengthen IT governance, enhance
information security, reduce vulnerabilities, and operational resilience during organizational transitions.

I I 1
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Revised Proposed Internal Audit Plan FY 2025-26
Report Date: December 10, 2025

REVISED PROPOSED INTERNAL AUDIT PLAN — FY 2025-26 (CONTINUED)

2. Information Technology - Payment Card Industry (PCl) Compliance - Ongoing

Overview:

The Payment Card Industry Data Security Standard (PCI DSS) refers to payment security standards that verify all sellers safely can securely accept, store, process,
and transmit cardholder data and credit card information during a credit card transaction. Any merchant with a merchant ID that accepts payment cards must follow
these PCI compliance regulations to protect agalnst data breaches under 4.0.1 of the PCI Data Security Standard (DSS). The requirements range from establishing
data security policies to removing card data from the County's processing system and payment terminals.

Cardholder or payment data covers information such as the full primary account number, the cardholder's name, and the credit card service code and expiration
date. Merchants are also responsible for protecting sensitive authentication data in the magnetic-stripe data.

Inherent Risks:

Lack of compliance with Payment Card Industry standards increases the risk of data breaches, fines, card replacement costs, costly forensic audits and
investigations, damage to public perception and more if a breach occurs, The purpose of this assessment will be to identify areas of non-compliance with the new
standard and/or vulnerability and make recommendations to mitigate any issues noted as well as track efforts and progress on those previously noted remediation
areas. We have performed procedures to assist the County with their PCI readiness since FY21 and will continue to do so in FY26.

Internal Audit Strategy:

This audit will focus on testing the accuracy and completeness of policy documentation, including incident response plans and their expansion to cover PCl-related
events. Testing will also include evaluating the effectiveness of IT controls, particularly around PC! compliance, network segmentation, and third-party service
provider management. Additional procedures will involve assessing the adequacy of procurement processes, verifying the proper definition of roles and
responsibilities, and validating that backup practices, including offsite backups, are in place to mitigate risks. Assessments will verify ongaing alignment with industry
standards and regulatory requirements.
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Revised Proposed Internal Audit Plan FY 2025-26
Report Date: December 10, 2025

REVISED PROPOSED INTERNAL AUDIT PLAN — FY 2025-26 (CONTINUED)

3. Information Technology - Network Scans / Penetration and Security Testing - Ongoing

Overview:

We have performed ongoing network scanning and deeper targeted penetration testing regularly since 2017. Network security is constantly evolving as threat
actors continue to change their attack approaches. Best practice is to perform ongoing network scanning and targeted penetration testing on a regular basis to
monitor the County's defense against attacks. As the County undergoes further transformation in Information Technology this coming year, we will continue to
provide ongoing monitoring and penetration testing, provide follow up to our prior reports as needed, as well as provide our subject matter professionals to the
County for consultation.

Inherent Risks:

Network scans, penetration testing, and security assessments pose a variety of internal risks. These risks include both internal and external data breaches, potential
data theft or inadvertent loss, exposure to social engineering and phishing attacks, reputational damage, operational disruptions or failures, and financial losses. It
is crucial to recognize and mitigate these risks to guarantee comprehensive security and maintain business continuity.

Internal Audit Strategy:

The primary objective would be to assess the productivity of the County's current security controls in place by conducting internal and external penetration tests
and vulnerability scans. Focus areas may also include social engineering assessments and threat intelligence gathering. The outcome of these penetration tests
document the County's existing security posture and identify targeted weaknesses and vulnerabilities in Brevard County's internal and external presence.
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Revised Proposed Internal Audit Plan FY 2025-26
Report Date: December 10, 2025

REVISED PROPOSED INTERNAL AUDIT PLAN — FY 2025-26 (CONTINUED)

4. Natural Resource Management — Save Our Indian River Lagoon Half-Cent Sales Tax - Ongoing

Overview:

The citizens of Brevard County voted on November 8, 2016, to approve a half-cent sales tax to be assessed and remitted to the County for use in clean-up efforts
for the Indian River Lagoon. The tax is in effect for a period of 10 years and is independently overseen by the Save Our Indian River Lagoon (SORIL) Committee.
The role of the Internal Auditors includes monitoring the activities of the SOIRL Committee as well as the reports presented to the Committee by the department of
Natural Resource Management.

Inherent Risks:

Lack of proper oversight and monitoring of the Half-Cent Sales Tax - Lagoon Tax presents several risks that could hinder the successful execution of the Lagoon
restoration projects. The estimated $586 million in revenue over ten years increases the risk of mismanagement, fraud, or misuse if not adequately controlled and
monitored. Inaccurate reporting of SOIRL collections can lead to significant budgeting issues, creating either a false surplus or potential deficits that could affect
project funding. Failing to verify that expenditures from the SOIRL trust fund adhere to proper procedures could lead to misallocation of funds, diverting resources
from their intended projects and creating inefficiencies in project execution. The lack of adherence to proper procurement processes further heightens the risk of
conflicts of interest, favoritism, or the awarding of contracts to unqualified vendors, which could result in delays, cost overruns, or subpar execution. The purpose
of this assessment will be to evaluate these risks and recommend strategies to mitigate them, validating that funds are appropriately allocated, and procurement
processes are transparent and efficient.

Internal Audit Strategy:

internal Audit procedures may include testing project budget set up and monitoring, procurement of contracted services, as well as revenue and expenditure
reporting, and compliance with municipal cost-share agreements.
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RSM US LLP

7351 Office Park Place
Melbourne, Florida 32940
321.751.6200
WWW.rsmus.com

RSM US LLP is a limited liability partnership and the U.S. member firm of RSM International, a global network of independent audit, tax and consulting firms. The member firms of RSM
International collaborate to provide services to global clients, but are separate and distinct legal entities that cannot obligate each other. Each member firm is responsible only for its

own acts and omissions, and not those of any other party.

For more information, visit rsmus.com/aboutus for more information regarding RSM US LLP and RSM International.

© 2025 RSM US LLP. All Rights Reserved.
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Administration
P.O. BOX 999
TITUSVILLE, FL 32781-0999

MAIN (321) 637-5413
ADMIN (321) 637-2017
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WWW.BREVARDCLERK.US

CLERK OF THE CIRCUIT COURT &
COMPTROLLER

BREVARD COUNTY, FLORIDA

ORGANIZATIONAL AUDIT PLAN

FISCAL YEAR 2025-2026

Office of Inspector General
Date: November 4, 2025
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Risk Assessment Methodology

Each fiscal year, the Office of Inspector General (OIG) conducts an organization-wide risk
assessment. The purpose of this assessment is to focus the OIG resources in areas that
produce the maximum benefit to Brevard County governmental operations and
efficiencies. A well-executed risk assessment allows OIG personnel to identify areas that
pose the most immediate and impactful risks to Clerk operations. These risks, having
been identified, can be subjected to audit work that would verify the potential threat,
isolate the cause, and make recommendations for mitigating the risk.

The mechanics of the risk assessment can take a number of forms depending on the
needs and resources of the OIG. The specific steps employed by the IG include:

I.  Surveying the riskscape on a broad basis. What is happening on a national, state,
or local level that might negatively impact county government operations? What
is happening in other adjacent or nearby counties that may negatively impact our
specific county government operations? Document the results of this survey.

Il.  Surveying Brevard County’s recent history. What has happened in the recent
past in Brevard County that may negatively impact our current county
government operations? What steps have already been taken to mitigate any
risks from those events? Document the results of this survey.

ll. Interviewing the Clerk and County leadership. The Clerk and County leadership
often has specific concerns about high risk areas. These concerns are generally
based on events and interactions the leadership has had that indicate potential
problem areas for our county government operations. Document these

interviews.

IV. Conducting risk quantification exercises. Each auditable area or function of the
county government can be listed. The Inspector General, or designee, then
assigns a numerical value to that area based on various factors (likelihood of
occurrence, value of impact, public relations implications, etc.). Document the

quantification exercise.

V.  Surveying the audit personnel. Audit personnel spend appreciable amounts of
time in the field. They talk with county employees and citizens. They observe
everyday situations. They apply their experience and knowledge to situations
they observe. The result is that the OIG staff have keen insights to high-risk areas
faced by county government. Document this survey process.

Any of these actions, or a combination of these actions, can be used to determine the
most productive audits to be undertaken in the coming year.

CLERK OF COURTS - COUNTY COMPTROLLER - CLERK TO THE BOARD OF COUNTY COMMISSIONERS - COUNTY RECORDER - COUNTY AUDITOR
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